BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM
CUC HANG HAI VIET NAM Doc lap - Tw do - Hanh phuc

S6: 5999 /CHHVN-KHCNMT Ha Ngi, ngay 23 thang 12  nam 2024
VIV canh bao 10 hong bao mat.

Kinh gui:
- Cac don vi truc thudc;
- Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam.

Cuc Hang hai Viét Nam nhan dugc thong tin canh bao tir cac co quan chuc
nang vé thong tin lién quan dén chién dich tan cong c6 cha dich cia nhém APT
Earth Estries. Nhém sir dung hai chudi tin cong c6 diém twong d6ng véi nhau dé
khai thac 15 héng an toan théng tin ton tai trén cac hé théng nhu may chu Microsoft
Exchange, cdng cu quan ly adapter mang, muc tiéu cha yéu 1a cac don vi quan ly
ha tang mang va hé thong théng tin quan trong. (Théng tin chi tiét tai phu luc kém
theo).

Pé bao dam an toan thong tin, an ninh mang cho Hé thong cong nghé thong
tin cua Cuc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam
yéu cau Cong ty TNHH MTV Thong tin dién tir hang hai Viét Nam va cac don vi
tryc thudc chu dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat hé thong thong tin dang str dung c6 kha nang bi anh
huong bai chién dich tan céng néu trén. Cha dong theo ddi cac thong tin lién quan
dén chién dich dé thuc hién ngan chin nham tranh nguy co bi tin cong.

2. Tang cuong giam sat va san sang phuong an xir ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
Cla cac co quan chuc nang va céc t6 chiic Vé an toan thong tin dé phét hién
kip thoi cac nguy co tan cong mang.

Truong hop can thiét, lién hé voi Trung tam Cong nghé théng tin - Bo Giao
thong van tai (6ng Duong Pinh Trung - sé dién thogi 0985366388) va cac co quan
chttc nang vé an toan thdng tin, an ninh mang dé duoc hd tro xu ly.

Cuc Hang hai Viét Nam yéu cau cac don vi trién khai thyuc hién./.
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Phu luc
THONG TIN VE CAC LO HONG AN TOAN THONG TIN

1. Thong tin chi tiét cac chién dich tin cong
Nhom Earth Estries thue hién cac chién dich tin cong tinh vi béng cach khai thac
16 hong trén cac hé thong nhu Microsoft Exchange va cong cu quan 1y adapter mang.
Nhom st dung cac méd doc nhu Cobalt Strike, Crowdoor, Zingdoor, va SnappyBee dé
lay lan, duy tri két ndi, thu thap dir liéu va che gidu luu lwong mang thong qua
proxy noi b, déng thoi lién tuc cap nhat cong cu dé né tranh phat hién. Cac dir liéu
danh cép dugc trich xuat téi cac dich vu chia sé file 4n danh hodc may chu C&C.

Ngoai cdc ma doc ké trén, hé théng muc ti€u con chrta ma doc Cryptmerlin
cé chirc nang thyc thi 1€nh giri t&i tr may chi C&C va FuxosDoor ma doc cai vao
1S trén may chu Exchange, thyc thi 1énh st dung cmd.exe.

Cdc don vi c6 thé tdi xuong cdc ma I0C tai: https://alert.khonggianmang.vn/

Mot so IoC lién quan deén cac tan cong gan day:
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2. Tai liéu tham khao

https://www.trendmicro.com/en_us/research/24/k/breaking-down-earth-
estries persistent-ttps-in-prolonged-cyber-o0.html
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